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Objectives

1. Understand what Wireshark is and its significance in network 
analysis

2. Refresh basic networking concepts relevant to Wireshark.
3. Learn how to install, configure and navigate Wireshark.



What is Wireshark?

• Definition: Wireshark is the world’s foremost network protocol 
analyzer.

• Purpose: It lets you see what’s happening on your network at a 
microscopic level.

• Usage: Essential for network troubleshooting, analysis, software 
and protocol development.



Importance of Wireshark

• Troubleshooting: Quickly identify and resolve network issues.
• Security Analysis: Detect network intrusions and vulnerabilities.
• Education: Learn about network protocols and their behavior



Real-world application

• Network Performance Monitoring
• Detecting Security Breaches
• Troubleshooting Network Problems
• Analyzing and developing Protocols.
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Configuring Wireshark - layout



Configuring Wireshark – time format



Configuring Wireshark – coloring rules



Configuring Wireshark – buttons



Configuring Wireshark – buttons



Configuring Wireshark – capture options



Configuring Wireshark – capture options



Filtering – conversation filter



Filtering – adding option manually 



Filtering – using the filter options



Filtering – getting rid of what you don’t 
want



Filtering – list


